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Fewer organizations now
paying ransom to
cybercriminals: Corvus
By Alex Zank, Advisen

The percentage of organizations paying ransoms
demanded by cyberattackers has dropped over time, as
underwriters have required stronger security practices of
insureds, according to the latest Corvus Risk Insights
Index.

The percentage of ransoms paid held steady in the fourth
quarter, at 22%. This is consistent with the previous few
quarters and down from figures that once were over 50%,
according to the report. The report found ransom
payments averaged about $167,000 in 2021.

Underwriting entities “are requiring stronger backups for
insurance coverage, helping to drive the broader trend
toward more sophisticated approaches to improving
resiliency – a necessity in curbing the impacts of
ransomware attacks,” according to the report.

The rate of ransomware claims in the fourth quarter
dropped to just half the peak seen in the first quarter of
2021, down from 0.6% to 0.3%, according to Corvus
claims data. This moves the claim rate closer to 2019
average metrics.

Corvus tied spikes in claims to major cyber events due to
the downstream impacts on customers of the breached
businesses. For example, a March 2021 increase in
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ransomware claims could be traced back to Microsoft
Exchange Server vulnerability and the PrismHR hack. But
a sharp rise in claims does not necessarily mean an
increase in severity of claims, Corvus noted in the report.

“In the months we saw spikes in claims related to
Microsoft Exchange, average severity of claims declined.
Likewise, Kaseya-related claims were also seen to be
less severe, with smaller losses incurred. While these
vendor-related incidents can increase the frequency of
downstream attacks, severity does not always follow with
frequency,” Corvus said in the report. However, the
number of ransomware claims involving data exfiltration
has risen steadily over the last three years, the firm said.

Corvus also provided a preview of current-year
ransomware claims. Through March 15, the insurer
observed a 30% reduction in claims frequency from the
fourth quarter of 2021. Corvus noted the arrests of REvil
members in January, a divide in the cyber underground
following Russia’s invasion of Ukraine, and
unprecedented infighting between ransomware groups
due to the war could all factor into the decline.

Small- and medium-sized businesses (SMBs) are
“playing catch up” to larger organizations in purchasing
cyber and technology errors & omissions policies,
according to the report. SMBs expect to increase
spending on cybersecurity, though reasons given vary by
segment. Those with fewer than 50 employees are most
concerned with staying current on new threats, while
larger groups are most concerned with impacts from
breaches on their third-party vendors, according to the
report.

Corvus stressed that security needs change constantly.
The insurer recommended companies have a chief
information security officer on their payrolls to stay ahead
of needs and act as a bridge between technologists and
business executives.

“The security ‘chess board’ is an ever-shifting landscape
with rules that can change on a daily basis,” Corvus CISO
Jason Rebholz wrote in the report, later adding: “The
game of cybersecurity is infinite, always changing, and
always growing in complexity.”

Reporter Alex Zank can be reached at
alex.zank@zywave.com
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